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WHAT THIS DEFENSE TALKS ABOUT?
SERVICE-ORIENTED (SO) DISTRIBUTED SYSTEMS

▶ Decoupled components
▶ Use/provide interfaces for

composition
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▶ Decoupled components
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composition

OpenStack IaaS operating system
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WHAT THIS DEFENSE TALKS ABOUT?
DEPLOY AND OPERATE

Distributed systems live on distant machines or platforms
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WHY IS IT COMPLEX?
DEPLOYING IS NOT ONLY INSTALLING PACKAGES OR IMAGES
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WHY IS IT COMPLEX?
DEPLOYING IS NOT ONLY INSTALLING PACKAGES OR IMAGES

Production Test

Dev Beta
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HOW TO DEPLOY AND OPERATE AUTOMATICALLY?

Provisionning Node & machine
configuration

Install app
+ deps

Configure app Integrate apps Operate app

Operate infrastructure

Build
Packaging

Examples of tasks (system calls, tool calls)
▶ apt install a Debian package
▶ write a x.conf file somewhere
▶ mount a volume inside a container
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HOW TO DEPLOY AND OPERATE AUTOMATICALLY?

▶ M = Monitor
▶ A = Analyze
▶ P = Plan

▶ (Declarativity)

▶ E = Execute
▶ K = Knowledge

Reconfiguration: focus on P, E and associated K
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HOW TO DEPLOY AND OPERATE AUTOMATICALLY?
UPDATE

(M) (A)

What is the reconfiguration plan?
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HOW TO DEPLOY AND OPERATE AUTOMATICALLY?
MORE THAN ONE PLAN IS POSSIBLE
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WHAT IS THIS DEFENSE REALLY ABOUT?
Since 2016
I am interested in leveraging the life cycles of software entities in a distributed
system to improve their automatic reconfigurability

▶ Modeling the life cycles
▶ Coordinating the life cycles of a distributed system

4 scientific challenges have been studied
1. Improve efficiency of reconfigurations
2. Enable declarativity (P) while keeping efficiency
3. Enable decentralized reconfigurations
4. Offer safer reconfigurations
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OUTLINE

EFFICIENCY

Why efficiency?
Concerto
Instrumentalists

DECLARATIVITY

Why declarativity?
How to make Concerto declarative?
Composers

DECENTRALIZATION

Why decentralization?
Ballet
Dancers

SAFETY

Why safety?
Verification
Formal specification
Conductors

NEXT

Conclusion
From Infrastructure-as-Code to
Concerto
Formally verified
Infrastructure-as-Code
Resilience to crises
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EFFICIENCY
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WHY EFFICIENCY?

Minimal OpenStack deployment
▶ 11 services

concerto

e Artifacts Grid’5000
Up to 70% gain compared to Ansible

During release periods OpenStack can be
deployed hundreds of times a day

Reconf. multi-site OpenStack
▶ OpenStack Summit 2018
▶ Galera cluster of DB
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deployed hundreds of times a day

Reconf. multi-site OpenStack
▶ OpenStack Summit 2018
▶ Galera cluster of DB
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PARALLELISM IN RECONFIGURATION

Reconfigurations are DAGs (Directed Acyclic Graphs) of (system) actions

However,
▶ Life cycle abstraction is required for developers, DevOps, and (P)
▶ Flexible enough abstractions to not lose opportunities for parallelism
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CONCERTO - CONTROL COMPONENTS
PROGRAMMABLE LIFE CYCLE WITH FINE-GRAINED DEPENDENCIES

Server

uninstalled
install

suspend

database_ip

database

running

installed

configured

paused

service

y Written by the component developers

Internal net: Models the life cycle of a component
▶ places = milestones
▶ transitions = concrete actions to perform

Interfaces
▶ ports (CBSE)

▶ use ports = requirements
▶ provide ports = provisions
▶ during execution: active/inactive

▶ behaviors (subset of transitions)
▶ actions on the life cycle
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CONCERTO - RECONFIGURATION LANGUAGE
INTERACT WITH THE COMPONENTS’ LIFE CYCLES

y Used by DevOps, or a declarative tool

Create assemblies and make them evolve at runtime (CBSE)
▶ add/delete a component instance
▶ connect/disconnect two component instances

Interact with the lifecycle of components
▶ push a behavior to the behavior queue on a component instance
▶ wait for a given component instance or wait for all components
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RECONFIGURATION EXAMPLE - DEPLOYMENT

add(server: Server)
add(db: Database)
con(server.database ip,db.ip)
con(server.database,db.service)
pushB(server,install)
pushB(db,deploy)
wait(server)

server: Server

uninstalled install
suspend

database_ip

database

running

installed

configured

paused

behaviors:

service
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RECONFIGURATION EXAMPLE - DEPLOYMENT

add(server: Server)
add(db: Database)
con(server.database ip,db.ip)
con(server.database,db.service)
pushB(server,install)
pushB(db,deploy)
wait(server)

server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured

paused

running

allocated

undeployed

ip

db: Database

deploy
maintain

behaviors:behaviors:

service
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add(server: Server)
add(db: Database)
con(server.database ip,db.ip)
con(server.database,db.service)
pushB(server,install)
pushB(db,deploy)
wait(server)

server: Server

uninstalled

service

install
suspend

database_ip

database
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installed
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undeployed
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add(server: Server)
add(db: Database)
con(server.database ip,db.ip)
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pushB(server,install)
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server: Server

uninstalled

service

install
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server: Server

uninstalled

service

install
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running

allocated

undeployed

ip
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RECONFIGURATION EXAMPLE - DEPLOYMENT

add(server: Server)
add(db: Database)
con(server.database ip,db.ip)
con(server.database,db.service)
pushB(server,install)
pushB(db,deploy)
wait(server)

server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured
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running
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RECONFIGURATION EXAMPLE - MAINTENANCE

pushB(db,maintain)
pushB(db,deploy)
pushB(server,suspend)
pushB(server,install)
wait(server)

server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured

paused

running

allocated

undeployed

ip

db: Database

deploy
maintain

behaviors:behaviors:

service
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RECONFIGURATION EXAMPLE - MAINTENANCE

pushB(db,maintain)
pushB(db,deploy)
pushB(server,suspend)
pushB(server,install)
wait(server)

server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured

paused

running

allocated

undeployed

ip

db: Database

deploy
maintain

behaviors:behaviors:

service
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RECONFIGURATION EXAMPLE - MAINTENANCE

pushB(db,maintain)
pushB(db,deploy)
pushB(server,suspend)
pushB(server,install)
wait(server)

server: Server

uninstalled

service

install
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database_ip
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CONCERTO - INSTRUMENTALISTS

Efficiency

2017-2021
[IPL Discovery]

Concerto

C. Perez
DR Inria

REP Avalon
D. Pertin
Postdoc

M. Chardet
PhD St.

� Maverick Chardet, Hélène Coullon, Simon Robillard. Toward Safe and Efficient Reconfiguration with Concerto. In SCP, 2021

� Maverick Chardet, Hélène Coullon, Christian Perez. Predictable Efficiency for Reconfiguration of Service-Oriented Systems with Concerto. In
CCGrid 2020, Melbourne, Australia

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
H. Coullon HDR Defense - 23/04/2025 of 4619



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

DECLARATIVITY

Why declarativity?
How to make Concerto declarative?
Composers
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WHY DECLARATIVITY?

I want a music that sounds magical

→

We need a composer!
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WHY DECLARATIVITY?

I want to get a decentralized database

▶ No need to write Concerto programs
▶ No errors due to parallelism

→

We need a planner!

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
H. Coullon HDR Defense - 23/04/2025 of 4621



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

HOW TO MAKE CONCERTO DECLARATIVE?
PRINCIPLE

▶ inputs: current state of the system (M) + reconfiguration goals (A)
▶ set of behaviors to execute on designated components
▶ constraints on the final state of ports

▶ output: a Concerto reconfiguration program
▶ pushB requests
▶ wait commands

▶ About creations/deletions/(dis)connections
▶ usual to handle topological changes before and after behaviors requests and

synchronization (e.g., deployment)

Problem formulation
Find a valid (optimal) schedule of pushB and wait instructions
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RECONFIGURATION EXAMPLE - MAINTENANCE

Goal
behaviors:

- component: db
behavior: maintain

components:
- forall: running

pushB(db, maintain)
pushB(db, deploy)
pushB(server, suspend)
pushB(server, install)
wait(server)

server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured

paused

running

allocated

undeployed

ip

db: Database

deploy
maintain

behaviors:behaviors:

service

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
H. Coullon HDR Defense - 23/04/2025 of 4623



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

RECONFIGURATION EXAMPLE - MAINTENANCE

Goal
behaviors:

- component: db
behavior: maintain

components:
- forall: running

pushB(db, maintain)
pushB(db, deploy)
pushB(server, suspend)
wait(db)
pushB(server, install)
wait(server) server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured

paused

running

allocated

undeployed

ip

db: Database

deploy
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RECONFIGURATION EXAMPLE - MAINTENANCE

Goal
behaviors:

- component: db
behavior: maintain

components:
- forall: running

Needed to solve the problem
▶ Constraints on valid behaviors

sequences
▶ Information on activation and

deactivation of ports when
applying behaviors server: Server

uninstalled

service

install
suspend

database_ip

database

running

installed

configured

paused

running

allocated

undeployed

ip

db: Database

deploy
maintain

behaviors:behaviors:

service
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COMPOSERS

1. Synthesis (safety)
▶ central planner

2. Ballet (decentralization)
▶ decentralized planner

Synthesis

Ballet

Declarativity

Efficiency
2017-2021

Concerto

[EmPdL VeRDi]

[ANR SeMaFoR]

2019-2022

2019-2024

2023-2024

M. Chardet
PhD St.

S. Robillard
Postdoc

J. Philippe
Postdoc

C. Prud'homme
As. Prof. 

IMT Atlantique

� Jolan Philippe, Antoine Omond, Hélène Coullon, Charles Prud’homme, Issam Rais. Fast Choreography of Cross-DevOps Reconfiguration with
Ballet: A Multi-Site OpenStack Case Study. In IEEE SANER 2024, Finland

� Simon Robillard, Hélène Coullon. SMT-Based Planning Synthesis for Distributed System Reconfigurations. In FASE 2022, Munich, Germany

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
H. Coullon HDR Defense - 23/04/2025 of 4624



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

DECENTRALIZATION

Why decentralization?
Ballet
Dancers
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WHY DECENTRALIZATION?
LIMITATIONS OF A CENTRAL VISION

Central Concerto Engine

Concerto Program

State of the system

Control components

Node 1

Node 2

Node n

...

Concerto
▶ Central entity with the full

knowledge
▶ Nodes simply receive the

tasks of a transition
▶ No knowledge on nodes

▶ Single point of failure, no local progress
▶ All blocked in inconsistent state
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BALLET

M A P E

K

M A P E

K

M A P E

K

Ballet = Decentralized P & E (declarative)

Full decentralized MAPE-K: ANR SeMaFoR (WP leader, led by Thomas Ledoux)
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

H. Coullon HDR Defense - 23/04/2025 of 4627



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

CONCERTO-D
DECENTRALIZED CONCERTO

Local Concerto Engine 1

Local Concerto Program

Local State

Local components

Local Concerto Engine 3

Local Concerto Program

Local State

Local components

Local Concerto Engine 2

Local Concerto Program

Local State

Local components

Local Concerto Engine 4

Local Concerto Program

Local State

Local components

Local Concerto Engine

Local Concerto Program

Local State

Local components

Local Concerto Engine

Local Concerto Program

Local State

Local components

Local Concerto Engine 5

Local Concerto Program

Local State

Local components

Local progress is possible + less to achieve when the node is back
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CONCERTO-D
DECENTRALIZED CONCERTO

Local Concerto Engine 1

Local Concerto Program

Local State

Local components

Local Concerto Engine 3

Local Concerto Program

Local State

Local components

Local Concerto Engine 2

Local Concerto Program

Local State

Local components

Local Concerto Engine 4

Local Concerto Program

Local State

Local components

Local Concerto Engine

Local Concerto Program

Local State

Local components

Local Concerto Engine

Local Concerto Program

Local State

Local components

Local Concerto Engine 5

Local Concerto Program

Local State

Local components

Concerto-D vs Concerto
▶ local add/del
▶ local con/dcon

▶ communications: synchronized dcon

▶ local pushB
▶ identified pushB
▶ communications: statuses of ports

▶ wait for local or distant components
▶ communications: end of behaviors
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DECENTRALIZED PLANNER

e Artifacts on Grid’5000

▶ Local constraint programming model
▶ Propagation with gossip-like algorithm
▶ Received messages enrich local models

▶ additional behaviors
▶ wait instructions

▶ Final consensus: end of the propagation
▶ Execution is started with Concerto-D

Deployment and update of multi-site OpenStack [1, 2, 5, 10] sites

▶ 40% (deployment) and 24% (update) gain compared to Mjuz
▶ Planning time is less than 2% of the execution time
▶ 10 sites: ∼200 constraints and ∼100 instructions inferred
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DANCERS

Synthesis

Ballet Decentralization

Concerto-D

Declarativity

Efficiency
2017-2021

Concerto

2019-2022

2019-2024

2021-2025 2021-2024

2023-2024

I. Raïs
As. Prof

UiT Norway

A. Omond
PhD st.

[Joint PhD]

J. Philippe
Postdoc

[ANR SeMaFoR]

� Jolan Philippe, Antoine Omond, Hélène Coullon, Charles Prud’homme, Issam Rais. Fast Choreography of Cross-DevOps Reconfiguration with
Ballet: A Multi-Site OpenStack Case Study. In IEEE SANER 2024, Finland
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SAFETY

Why safety?
Verification
Formal specification
Conductors
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WHY SAFETY?

Services and infrastructures configurations are critical (day-to-day organization,
health, energy, network, etc.). Configuration is difficult, particularly in Concerto.

Formal methods: mathematically rigorous techniques for specifying, verifying
and synthesizing software systems
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VERIFICATION OF A DEPLOYMENT
RESTRICTED TO INITIAL DEPLOYMENTS

y
Reconf. dev.

Concerto deployment Properties

TimePN compiler TCTL compiler

Model Checker Translator

writes

Qualitative properties
▶ deployability (inevitability)
▶ sequentiality (observer subnet)
▶ forbidden (observer subnet)

+ quantitative properties

Scalablity issues
▶ Unfeasible for (full) Concerto programs
▶ Same issue with FOL and SMT

→ What about synthesizing programs instead?
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FORMAL SPECIFICATION OF CONCERTO AND CONCERTO-D

Formal specification of the language (instead of a program)
▶ Ambiguities (problems) can be discovered and resolved in the language
▶ Mathematical reference to guide development
▶ Basis to verify the correctness of any program

Operational semantics of Concerto and Concerto-D
▶ Pen-and-paper semantics of Concerto
▶ Mechanized semantics of Concerto/Concerto-D

▶ Maude rewriting system
▶ Executability of the semantics
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CONDUCTORS

Synthesis

Ballet

Decentralization

Concerto-D

Declarativity

Formal semantics

Verification

Safety

Efficiency
2017-2021

Concerto

2019-2022

2019-2024

2021-2025
2021-2024

2023-2024
2018-now

2018-now

2019-2023 S. Robillard
Postdoc

F. Arfi
Postdoc

M. Chardet
PhD St.

[VeRDi]

[PIA OTPaaS]

L. Henrio
CR CNRS

F. Loulergue
Prof. 

Univ. Orléans

D. Lime
Prof.

Centrale Nantes

C. Jard
Prof. 

Univ. Nantes

� Farid Arfi, Hélène Coullon, Frédéric Loulergue, Jolan Philippe, Simon Robillard. A Maude Formalization of the Distributed Reconfiguration
Language Concerto-D. In ICE@DisCoTeC 2024, Groningen, The Netherlands

� Simon Robillard, Hélène Coullon. SMT-Based Planning Synthesis for Distributed System Reconfigurations. In FASE 2022, Munich, Germany
� Maverick Chardet, Hélène Coullon, Simon Robillard. Toward Safe and Efficient Reconfiguration with Concerto. SCP, 2021
� Hélène Coullon, Didier Lime, Claude Jard. Integrated Model-checking for the Design of Safe and Efficient Distributed Software Commissioning. In

iFM 2019, Bergen, Norway
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NEXT

Conclusion
From Infrastructure-as-Code to Concerto
Formally verified Infrastructure-as-Code
Resilience to crises
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CONCLUSION
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CONCLUSION

Concerto
Suite IaCCBSE

Aeolus

Formal

Decentralization

Declarativity

Safety

Efficiency
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FROM INFRASTRUCTURE-AS-CODE TO CONCERTO

Most IaC languages manipulate life cycles of resources → why not leverage Concerto?

Concerto
Suite IaC

Formal

Decentralization

Declarativity

Safety

Efficiency
B.Jonglez

IR Inria
S.M. Kaddour
Soft. engineer

[ADT Inria CoAnsible]

2024-2026

CoAnsible: Transfer Action Inria
▶ Concerto as a library/API
▶ Ansible extension (new coordinator)

▶ Additional YAML file

▶ inputs/outputs of roles
▶ bindings of inputs/outputs to

tasks

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
H. Coullon HDR Defense - 23/04/2025 of 4640



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

FORMALLY VERIFIED INFRASTRUCTURE-AS-CODE

Formal semantics and verification
provisioning tools

▶ formal semantics of Terraform in Maude
▶ generalization to other provisioning tools
▶ verify properties (e.g., dep. stability)
▶ introducing programmable life cycles in

provisioning tools

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
H. Coullon HDR Defense - 23/04/2025 of 4641



EFFICIENCY DECLARATIVITY DECENTRALIZATION SAFETY NEXT

FORMALLY VERIFIED INFRASTRUCTURE-AS-CODE

Concerto
Suite IaC

Formal

Ansible

Decentralization

Declarativity

Safety

Efficiency

F. Loulergue
Prof. 

Univ. Orléans

O. Proust
PhD St.

[ANR For-CoaLa]
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Formal semantics and verification of
Ansible

▶ widely used tool with peculiar semantics
▶ formal semantics of Ansible in Coq
▶ verify properties (e.g., idempotency)
▶ similar work on CoAnsible
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FORMALLY VERIFIED INFRASTRUCTURE-AS-CODE
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Composition issue with Kubernetes
custom controllers (operators)

▶ model the problem
▶ find properties for good composition
▶ new methodologies to write operators
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RESILIENCE TO CRISIS

New Inria team under construction
▶ Infrastructure is more and more prominent in our daily life, including critical

services (health, banks, industries, telecommunications, energy, etc.)
▶ Infrastructure is subject to more and more crises

Crises
▶ Climate change:

▶ extreme conditions: humidity, heatwave, flooding, fires, etc.
▶ Geopolitical instability and sovereignty

▶ uncertainties on metals, energy, hardware, network, software etc.
▶ Depletion of natural resources

▶ limits on metals, water, energy, etc.
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RESILIENCE TO CRISES

Find new ways to design and operate infrastructures under crisis

Proactive mechanisms
▶ Local-first
▶ Delay-tolerant
▶ Limits-by-design
▶ Heterogeneity
▶ Refurbished hardware
▶ etc.

Reactive mechanisms
▶ Reconfiguration/IaC
▶ Approximate comp.
▶ Urgent computing
▶ Graceful degradation
▶ Scheduling policies
▶ etc.

?
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THANK YOU FOR YOUR ATTENTION!
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